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Abstract

Given the proliferation of new-generation internet capable devices in our society,
they are now commonly used for a variety of purposes and by a variety of ages,
including young children. The vast amount of new media content, available through
these devices, cause parents to worry about what their children have access to. In
this thesis we investigated how parents and children can work together towards the
goal of content control and filtering.

One problem to the current content control filtering tools and approaches is that
they do not involve children in the filtering process, thus missing an opportunity of
educating children about content appropriateness. Therefore, we propose a kid-in-
the-loop approach to content control and filtering where parents and children collabo-
ratively configure restrictions and filters, an approach that focuses on education rather
than simple rule setting. We conducted an exploratory qualitative study with results
highlighting the importance that parents place on avoiding inappropriate content.
Building on these findings, we designed an initial kid-in-the-loop prototype which al-

lows parents to work with their children to select appropriate applications, providing
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Abstract 1l

parents with the opportunity to educate their children on what they consider to be
appropriate or inappropriate. We further validate our proposed approach by conduct-
ing a qualitative study with sets of parents and children in the six to eight year-old
age group, which revealed an overwhelmingly favorable response to this approach.
We conclude this thesis with a comprehensive analysis of our approach, which can be

leveraged in designing content control systems targeting both parents and children.
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Chapter 1

Introduction

Technology has infiltrated many aspects of our daily lives and is being used
for many different purposes ranging from basic living necessities (e.g., refrigerators,
stoves) to fun activities (e.g., gaming platforms, music players). Modern technology’s
user pool includes a wide range of individuals of various ages, including children
as young as two years old, who can now navigate and operate tablets and smart
phones [23]. With young children’s increased access to different technologies, parents
have concerns over media content that their children may be exposed to through
these venues, for example, websites with adult content, highly violent movies, or even
games that encourage gambling, evidenced by the range of content rating and labeling
schemes (e.g., PG13 vs. R for movies, or the ESRP video game ratings). One modern
challenge is that there is an increasing number of devices connected to the internet,
providing gateways to unfiltered content that many parents want to control. Many
parents have come up with their own strategies for controlling content, such as mon-

itoring access by placing computers and televisions in a common area in the house or
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using the internet together [28], or by employing blanket passwords on devices.
There are a number of existing commercial tools designed to help parents limit
their children’s exposure to inappropriate content, for example Net Nanny, or CY-
BERsitter for PC web browsers, or child-friendly filtered versions of software tablets
such as Netflix’s children’s area or Apple’s pre-configured adult filter on the iPad. A
common feature of these tools is that they rely on sets of rules created and maintained
solely by parents (or by companies) and are not designed with the intent of involving
children in the process; as such, they do not support helping the children understand
the restrictions placed. Leaving children out of the process may be problematic in
light of pedagogy and psychology research showing that educating young children
about rules and morals, and to some extent helping them form their own opinions,
may be more effective than simply creating and enforcing rules without explanation
[11, 16], and is similar to how the Positive Youth Development framework suggests
that providing structure, positive norms, and opportunities to be involved can sup-
port youth in making good decisions [32]. Finally, this has the added advantage of
providing parents with a healthy way to communicate their opinions on media, which
has been shown to have a strong impact on how children themselves see media [36].
The importance of educating children and the lack of tools that support children’s
involvement in the content filtering process point to the need for “Kid-in-the-Loop”
approaches and tools that involve both parent and child in setting the rules used
for filtering. A potential benefit of such tools and approaches would be facilitating
a collaborative and discussion-oriented parent-child opportunity for educating about

issues surrounding content appropriateness. For example, having the parent and
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child go through different content categories to set filtering rules opens up discussion
opportunities about content appropriateness; such conversation may not occur if only
the parent set the rules.

In this thesis, we describe our process of exploring, developing and evaluating
a novel interaction approach that we call kid-in-the-loop which has the purpose of

facilitating children’s education about content appropriateness.

1.1 Research Questions

Our exploration of the kid-in-the-loop approach to content filtering involves the
following research questions:

Q1. How does current-generation technology, such as smart phones or tablets, fit
into homes? What are parents’ opinions of their children’s technology usage?

Q2. How important is the issue of content control to parents and what are their
filtering strategies for current-generation technology?

Q3. How can the kid-in-the-loop approach be built into the content control pro-
cess?

Q4. How will parents and children respond to such tools and approach?

1.2 Methodology and Approach

We investigated our research questions through the following steps, i) we con-
ducted an exploratory study to learn about the current-generation technology usage

in homes and the parental concerns surrounding this usage, ii) we designed an initial
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kid-in-the-loop interaction approach to content control and implemented a prototype
as an instantiation of our approach, and iii) we conducted a study to evaluate our
prototype by examining how parents and their children responded to our approach.

Below is a summary of our method’s three main components.

1.2.1 Exploring Current Technology Usage

To explore current-generation technology uses we applied qualitative methods,
namely semi-structured interviews and affinity diagramming [4], in our investigation
and analysis. These methods helped us learn about how technology fits into homes
and the parents’ opinions of their children’s technology usage, they also enabled us
to assess the importance of the content control issue and learn about the parents’
strategies. Qualitative methods here were particularly useful because they provided

the flexibility we needed for our exploration purposes (Chapter 3).

1.2.2 Designing and Prototyping our Interaction Approach

In addressing our research question of how to develop the kid-in-the-loop tool
for the content control process, we took a prototyping approach [42] to developing
our novel interaction approach kid-in-the-loop. We used low fidelity sketching for
idea generation for designing kid-in-the-loop, and for refining design decisions of our
medium fidelity prototype, which we hereafter refer to as “We-Choose.” We created
We-Choose as an instantiation of kid-in-the-loop, with the main purpose of being a
proof-of-concept to our proposed approach. This enabled us to have a viable tool

through which we could ask our research question of how parents and children would
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perceive kid-in-the-loop (Chapter 4).

1.2.3 Evaluation

To evaluate our kid-in-the-loop interaction approach, we conducted an in-lab study
with parents and their children where we observed the parent-child interaction while
using We-Choose prototype. In doing so, we were able to go back to the user popu-
lation and gauge their reaction to the prototype, and more importantly to the inter-
action concept of the kid-in-the-loop behind it to learn if it helps in addressing the

challenges they face and how our approach can be further developed (Chapter 5).

1.3 Research Contributions

In this thesis we present a new kid-in-the-loop approach to content control that fo-
cuses on child involvement and education rather than control only. We first present an
open-ended study that explored children’s interaction with current-generation tech-
nology and parental opinions, with the results supporting the importance parents
placed on content control in current-generation devices. We designed and imple-
mented an initial kid-in-the-loop software platform that served as a prototype for
educational content-control sessions and enabled us to conduct a qualitative study
with parents and their children using the prototype. Our findings show that parents
consider the collaborative, educational approach to be an effective and engaging way
to initiate conversations with their children. Parents also believed that the kid-in-
the-loop approach provides a novel way to discuss topics which may otherwise be

difficult to breach (or find time for), and our findings show that children learn (at
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least in the short term) from these sessions. Overall, our results strongly suggest
that the kid-in-the-loop approach to content control has promise and can serve as an
important part of modern internet-capable technologies.

The remaining of this thesis is organized as follows: in Chapter 2, we provide
a review of the related work relevant to our exploration. Chapter 3 describes our
method for conducting the exploratory study and provides a comprehensive analysis
of our results. Chapter 4 details our prototype design decisions and technical imple-
mentation, followed by Chapter 5 which describes the lab-style evaluation that we
used to investigate the effectiveness of our proposed approach and prototype. We

conclude the thesis in Chapter 6.



Chapter 2

Related Work

In this chapter, we provide a high-level overview of the field of Human-Computer
Interaction (HCI) and its most common methods of investigation, as well as our
method of choice throughout this research. We present prior work that highlights
families” attitudes towards technology and the risks of unsupervised media consump-
tion on children and we show how our work fits in this research area. We end this
chapter by introducing media content control strategies previously presented in the
literature, and discussing how we plan to complement them and overcome their short-

comings.

2.1 HCI Research Goals and Methods

Human-Computer Interaction (HCI) is defined as “a field that studies the inter-
action between people and computers with a focus on the physical, psychological and

theoretical aspects of this process” [8]. As computers become more pervasive in our
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culture, designers are increasingly looking for ways to make interfacing with devices
easier, safer and more efficient. A user interface, such as a GUI, is how a human in-
teracts with a computer, and HCI goes beyond designing screens and menus that are
easier to use and includes studying the reasoning behind building specific functionality
into computers, and the long-term effects that systems will have on humans.
Methods of investigation in HCI are very broad and they range from qualitative
exploration, such as surveys and interviews, that provide feedback from the point
of view of the users [37], to ethnographic methods that focus on the observation of
people in their cultural context [38], and to controlled studies that make quantitative
comparisons between, for example, different input methods or design approaches by
manipulating an independent variable, like screen size or input method (e.g., [7, 40]),
and observing the outcomes on performance. In this thesis, we mainly employ qual-
itative methods due to the exploratory nature of our investigation, as discussed in
section 1.2. We use the qualitative methods to address families’ interaction with tech-
nology through investigating children’s interaction with technology and the parents’

view on it.

2.2 Technology Adoption and Risks

One common theme in HCI is investigating how people use technology and looking
at new ways for them to use it in a manner that solves existing problems (e.g.,
[5, 41]). Why families adopt technologies and their usage patterns have been broadly
studied, for example, showing how family values and social class can shape attitudes

and adoption [1, 44]. There is also investigation of how technologies can have an
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impact on the home and its social structures [28]. This vein of work is not limited to
investigating the family as a unit, but extends to studying children’s interactions with
technology, which has been a common theme in sociology, psychology, and human-
computer interaction. For example, children and television in general [21, 39], how
video games may promote exercise [17], or how internet use may impact psychological
development [18]. Some work explicitly involved children by including their attitudes
and points of view as a part of the investigation [31]. Our work continues this theme
by exploring how children use current-generation technologies and parents’ attitudes
toward them, but more importantly, we primarily focus on actual interactions between
parents, children, and technologies in contrast to broad patterns of behavior.
Through these investigations, the risks of unsupervised media and internet access
have been documented. For instance, exposure to inappropriate (e.g., adult, violent)
content may impact childhood aggression, education, and psychological development
[6, 14, 18]. Work in the literature has also indicated that parents have a great deal
of concern over their children’s exposure to inappropriate content, primarily pornog-
raphy [34] and violence [13]. Furthermore, such exposure may impact the parents’
ability to shape their children’s values [3, 33]. Therefore, lot of effort was invested in
raising awareness of such risks and finding solutions to alleviate them [13, 29]. Our
work provides some updated insight into the risks of current-generation technologies

from the parents’ point of view.
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2.3 Approaches to Media Content Regulation

Work on technology usage regulation and content control in families has articu-
lated parental strategies, for example, through discussions with children, co-use, or
direct restriction [28, 30, 43]. Co-use and interaction rules (e.g., not on sunny days)
may be preferred over employing hard restrictions such as control software (e.g., for
older children and teenagers [30]), in part due to a lack of trust in the robustness
of the system [34]; our new approach encourages and scaffolds discussion between
parents and their children on what is or not appropriate so as not to fully rely on the
system. Another theme addressed the sociological perspective of technology usage
regulation, by studying the effect of different parenting styles on technology media-
tion techniques [9, 12, 27]. However, this theme primarily focused on the parents’ role
in the content control process and did not address how technology itself could be used
to support the parents’ task. In our work we propose an interaction approach that is
manifested in a technical solution to support the parental task of content regulation
and educating children about content appropriateness.

While there exists some technical solutions for content control, a 2005 study pro-
vided evidence of families’ low uptake of control software - only 33% - and showed
that this may be correlated with the age of the child, with more use for families with
younger children [34]; this study also indicated that perceived ease-of-use of such
tools may be a barrier. Further, commercially-available control software generally
provides rule-oriented (sometimes query-like) control methods, for pre-configuration
by parents [25], or machine-learning approaches such as automatically detecting adult

images [2, 22, 24], none of which involved children in the process. Work that has in-



Chapter 2: Related Work 11

volved children in filtering content has looked at helping them form appropriate search
queries [10, 15], as opposed to involving them in content control. Our approach at-
tempts to address all of these concerns: we target younger children and involve them
directly, and aim to reduce parental barriers to filtering use by simplifying the task
to be easily performed by both parents and children.

In general, work in the literature has documented the risks of unsupervised media
consumption and has looked at how parents address this issue, as well as provided
some technical solutions for content control. However, the increased accessibility
to uncontrolled content, due to the proliferation of new-generation internet capable
devices, raised new challenges and necessitated revisiting the control techniques de-
veloped in the literature. We point out that, to the best of our knowledge, none of
the existing work on content control involves children in the content filtering process.
In our work we address the issue of content control in current-generation technology,
and attempt to involve both parent and child in setting the rules used for filtering,

to support the parents in educating children about content appropriateness.



Chapter 3

Exploratory Study

In this thesis we explore the development of a collaborative educational approach
that targets involving parents and children in the content control and filtering process.
To inform the design of such approach, we wanted to have a better overview of
what kinds of current-generation technology children use, and the range of thoughts,
opinions, and concerns that parents have about such technologies. Therefore, we
conducted a qualitative exploratory study with parents of children in the 4-10 year
old age group (published in [19, 20]). The knowledge gained from our exploration
provides updated insight into these issues; many prior studies pre-date the current
smart phone and tablet trends (e.g., [28, 30, 34, 43]). We explicitly did not target
content control schemes, a theme in this thesis, since a part of this study was to
determine if content control was indeed a strong current parental concern. We let that

theme emerge from the data, thus motivating further exploration in that direction.

12
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3.1 Study Method

Given the exploratory nature of the study, our approach was to use qualita-
tive techniques to gain knowledge about how current-generation technology fits into
homes, parents’ opinions of their children’s technology usage as well as the parental
filtering strategies for current-generation technology. In particular, we decided to
interview parents of children in the 4-10 year old age group, since this age range
is common for analysis related to family and children technology usage (e.g., [1]).
We used semi-structured interviews, as they provide flexibility in probing for further
details based on participants’ individual responses. In these interviews, we asked par-
ents to describe the usual interaction of their children with technology through the

day; as they described, we probed about the following:

e What are the different types of applications and aspects of technology their

children interact with?

e What are the difficulties that the children and parents face throughout this

interaction?

e What are the parents’ likes and dislikes about the technology their children are

using and interacting with?

These questions led to discussions, during which we asked the participants to describe
specific events to aid with recall and thus provide us with more information and
nuances about their children’s technology interaction. For the full list of questions

refer to Appendix A.
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Parent | Occupation Children age/gender
P1 Daycare worker Boy: 5 years
P2 Graduate student Boys: 8 years, 10 years
P3 University support staff | Boy: 8 years
Girl: 5 years
P4 Daycare worker Boy: 9 years
Girl: 4.5 years
P5 Stay-at-home parent Boy: 7 years
Girl: 10 years
P6 Graduate student Girl: 8 years
P7 Unreported Boys: 8 years, 10 years
P8 Daycare worker Girl: 7 years
P9 Daycare worker Boy: 9 years
P10 Graduate student Boy: 7 years
P11 University support staff | Girl: 5 years
P12 University professor Boy: 8 years
Girl: 10 years

Table 3.1: Demographic information of the participants in the exploratory study.

We conducted our interviews with one parent per family from 12 families who had
one or more children in the 4-10 year-old age group. Demographic information for
our participants is listed in table 3.1. Participants were recruited through snowball
sampling, beginning with the authors’ personal contacts, and through advertisements
placed throughout the University of Manitoba’s campus. The study was approved by
the University of Manitoba’s Joint-Faculty Research Ethics Board (Appendix A).

When possible, interviews took place at a participant’s home to facilitate note-
taking (7/12). The interviews lasted 20-45 minutes; the participants received a $10
gift card as an honorarium for their participation. Data was collected via audio

recordings, which were later transcribed.
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3.2 Data Analysis

We analyzed the transcripts using qualitative analysis techniques heavily inspired
by the affinity diagramming method from Conteztual Design [4]. In particular, we
created the affinity diagrams (shown in Fig. 3.1) to identify themes relating to chil-
dren’s technology use and parents’ perceptions of technology. In creating the affinity
diagrams, we clustered and axial-coded related statements to uncover themes and

commonalities in the parents’ discussions.

3.3 Study Results

Parents indicated that their children use a variety of devices ranging from those
specifically manufactured for children (e.g. Leapster), to dedicated gaming platforms
(e.g., Wii, Xbox), multi-purpose devices (e.g., tablets, laptops, desktops), iPods and
even smart phones; we found smart phones to be the most commonly used device.
Overall, while parents were supportive of their children using technology, a major
theme of discussion was about parents’ concerns regarding their children’s use of
technology and their struggles with regulating that use, for example, in terms of al-
lowing technology use for specific purposes, applying strategies to monitor the content
types and trying to mitigate the undesirable social impact of technology on children.

We elaborate on these concerns below.
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(a) Full diagram (more paper sheets with quotes are layered beneath the ones visible in the picture)

(b) Subsection of the diagram

Figure 3.1: Diagrams resulting from affinity diagramming analysis technique. Similar quotes are

clustered together to represent an idea or a theme.
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3.3.1 Acceptable Use of Technology

Parents in our study had set their own individual criteria for what constitutes an ac-
ceptable use of technology. In this section we present those different criteria, whether
it was using technology for education versus using it for fun, setting a time limit for
technology use per day or even allowing this technology interaction as a reward and
declining it as a punishment.

Educational Purposes — Using technology for educational purposes was on the
top of many of our parents’ lists as an acceptable use of technology, and some even

considered it as the only acceptable use of technology.

He uses computer for his religious lessons... it is not about fun and playing
games - P1

The most direct educational uses of technology that parents pushed for were through
math and vocabulary games. However, some of our participants’ children seemed to
be rejecting this kind of use, focusing instead on using the technology for pure fun.

I do like it when I'm going through [iPhone] apps with her and I'm like
‘oh look at this, you could learn letters or practice writing’ I try to push
those but she doesn’t like it, she wants to bake [iPhone game] and do those
things - P3

Other educational aspects that parents welcomed the technology use for were learning
logical skills, encouraging creativity or even improving manual dexterity.

It is a building game [Mine Craft] so I can’t be too upset about it. It
requires a lot of imagination, intuitivity and creativity so I kind of feel
better about them playing that versus a lot of other games that maybe
wouldn’t be as creative - P2

I feel she does learn logical kind of skills [from Leapster], like matching
games and things like that because those games are very educational - P3
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Her dad wanted her to have more experience and manual dexterity [that
is why we got DS] - P11

Physical Activity — In addition to education, another common acceptable use was
technologies that engage children in physical activity.

I like that both these things [XBox and Wii] have a physical aspect to them
- P2

It [Wii] is not just sitting and playing, there are games where they will get
up and moving - P11

However, other parents mentioned that this activity was only temporary and as soon
as the glamour of the new device wore off, it was just another gaming platform.

When the Wii first came out it’s like “Oh it’s video game that gets kids
active” it kind of did at the beginning but then right now he plays his lego
games and he is just sitting there playing, it’s not getting him off the couch
it’s just another video game that happens to be wireless - P3

While some parents encouraged technology usage for physical activities, others thought
that it caused their children to be more sedentary.

I don’t like them just to sit for an hour or more in front of something
doing nothing [video games]. It’s unhealthy - PS5

Other parents even blamed their children’s lack of outdoor activities on the children’s
over attachment to the technology artifacts.

When it’s the nice days then I'm like no you need to get out of the house
and he wants to play [iPod/DS], so it can be a bit of a fight - P3

We asked parents whether they would like to have devices that would encourage their
children to spend more time outdoors, and we got different responses. Some parents
welcomed the idea and were willing to try it, if it existed.

That would be cool, I'd like that, I don’t know how it’d work but I like the
1dea - P7
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However, other parents did not like this idea as much. They thought that outdoor
activities should be encouraged for their intrinsic value and they were pushing toward

non-tech outdoors activities.

I wouldn’t be inclined to [get a device that encourages outdoor activities]...
to me that’s just almost like using a tool like hammer or something to
achieve something you were going to do anyways, which is go outside
and have fun and look around. I think that I wouldn’t look for a device
specifically in that way to go outside or force them - P12

We prefer to go to the library or to read books things like that, we are like
old school, old fashioned, go to the library, the park instead of the laptop
or the Wii and technologies like that - P6

Age — A factor that parents in our study took into consideration when defining
criteria for acceptable use was age. The parents did not all agree on the a particular
age for when it is appropriate to get children their own devices. However, most of
the parents agreed that they would wait until they felt that their children learnt how

to manage their use of these devices.

I don’t know, maybe around 10, when he knows what he needs to do. Now
at this moment I think he is still in the stage that parents should guide
him, but afterwards if he can control himself to say what I have to do first
and what last, then maybe [introduce new devices] - P10

One of the parents in our study was delaying getting their child a personal device for

fear it may affect their child’s learnability.

I think that it’s not the age for that [having personal devices], we think
after 8 she can have some, but all that stuff before, we think it’s not
appropriate... I think they are in a learning level so I don’t think that it’s
a good idea to give an iPod or cell phone and they are always with these
things and they should be learning a lot of things - P6

Reward vs. Punishment — Another purpose for which parents allow their chil-

dren’s use of technology is if they are rewarding them. Some parents in our study
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have noticed their children’s strong attachment to the use of technology and have
leveraged this for rewarding or punishing them. For example, some parents allowed
their children to use their technology devices as much as they want to reward them

for their hard work in school.

I know he s very laborious, he is working very hard, so just for his relax-
ation I don’t tell him not to use the iPod - P9

On the other hand, declining the children’s technology use was one form of punishment

that some parents used.

If they are playing and I was trying to talk to them and they weren’t
listening because they were engrossed in a game, Wii, DS or even online,
if they weren’t listening to me then they would be in trouble and won’t be
allowed to use that again - P12

In one case parents found that punishing their children by limiting TV usage was not

as effective as limiting other electronic devices’ usage.

The first form of punishment is the electronics taken away... before it was
no TV and then we figured out no, no electronics - P7

3.3.2 Strategies for Control

Most of the parents we interviewed went to great lengths to regulate their children’s
technology usage in order to protect them from technology’s undesirable effects. For
example, parents wanted to prevent their children from accessing content that is, vi-
olent, of sexual nature or that encourages gambling behaviour. They also wanted to
decrease the negative impacts of using technology for extended periods of time and
decrease online privacy risks. To achieve these goals, those parents have developed

several strategies to monitor and control their children’s technology use. In some
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cases parents employed more than one strategy. We discuss those strategies below.
Supervised Use — One common strategy was for parents to only allow their chil-
dren’s use of technology when they are in the same vicinity. That way, parents would

be able to directly supervise and monitor the content their children viewed.

He doesn’t use the laptop alone, never! - P10

I don’t like them playing in the bedroom too much, because then they can’t
really be monitored. So I prefer them playing when they are with us - P2

They have a laptop but they only use it at the dining room table, so we’re
always around and usually we at least know what they are doing if not
what site exactly they are on - P12

Filtering — Parents in our study told us that they would pre-filter the content which
their children viewed to make sure it is appropriate. Some parents would collabora-
tively educate their children about content appropriateness while they are investigat-
ing that content.

If they ask to go on a website we haven’t heard of, we’ll sit with them and
check it out a little bit and make sure that we know something about it
before they go on it - P12

On the other hand, some parents would hard pre-filter, both online and offline, content

before allowing their children any access to it.

Anything new, I have to see it first, and I have the favourite bar. When
I find something good and safe, I add it for them in that bar. So when
they want to play something, I told them if it’s in the favourite bar ok go
ahead, if it’s not you have to tell me first - P5

You choose the songs and games you put inside [iPod] so you are very
confident they are suitable and this is what you want them to hear - P5
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Software-Assisted Control — Parents infrequently described using software-based
control solutions (such as parental controls in browsers), with the exception of using
passwords, which many parents used either on the device or for the internet connec-
tion. Parents indicated that they were aware of such control solutions; however, many
commented on the difficulty of use or added overhead for shared devices.

I know there are those parental control things, but it’s not that easy and
it takes time to go and apply these settings - P5

We have that [browser settings| but not very high, it’s our computer, my
wife and I, and we let our daughter play - P6

Other parents were hoping to have the ability to personalize the devices to better
suit their children; like being able to activate a child mode to ensure their children
are only using specific aspects of the devices.

[The laptop] is too multi-functional to let them loose with it, it has to be
where you’re monitoring it and that’s a lot of extra work to do - P2

I'm in control with passwords and stuff, but eventually they’re going to
have their own, they’re going to want to go on the computer and I can’t
sit beside them all the time - P3

Time Limitations — Most parents that we interviewed employed time limitations
for their children’s daily technology use. Parents were concerned that prolonged use
of technology artifacts could affect their children’s physical well-being.

Although the movie is at least one hour, but we want him to stop around
30 minutes, because that’s good for his eyes...that’s the mazimum time for
kids at his age to look far away to let their eyes rest - P10

Parents found that enforcing these time limits was often challenging and stressful
(e.g., lead to arguing with children). For this reason some parents simply avoided

purchasing certain devices to circumvent the issue.
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When he has his own [DS], it’d be hard to take it from him.. He’ll be all
the day just playing and not focusing on anything, so we decided not to
buy one - P5

Other parents developed creative solutions to avoid this, such as sharing ownership

of a device - where others use it as well - as an indirect way of limiting time.

At the beginning we got the iPad for him as present and then because he
spend so much time on iPad, so we said we, both his daddy and I, have
to use it. Just wanting to reduce the time he spends on it - P10

However, in some situations parents would allow their children to use the devices for
extended periods for passing time either because of bad weather, being on the road

or even the parents being busy.

We just got back from a long road trip and there they would play DS for
hours if we let them, and we would just because it was a long drive - P12

If it rains all day they might play as twice as long as they’d normally play
- P2

If they 're watching something different and interested in these things [iPhone]
it is ok, mo problem. Otherwise we have to get them somewhere, if we’re
not taking them it’s better they can enjoy themselves with these things -
P9

Privacy — Other than parental concerns related to content appropriateness and tech-
nology use duration, parents also worried about their children’s online privacy and
their unawareness of the risks associated with the internet. Many of the parents in our

study opted for teaching their children about what is appropriate in the cyberspace.

They need to be aware that these virtual spaces are really public spaces
and that they are not as imaginary as they appear. That what is going on
there is a form of reality and so that’s something that we have to teach
them - P2

However, some parents still chose to monitor their children as well.

He has one [Facebook account] that he uses with his friends at school but
it’s a closed one so no one can look him up and I totally monitor it. Like
you, for example, couldn’t look at his pictures and any of that stuff. You
can request to be friends, but that’s it - P7
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3.3.3 Social Impact of Technology on Children

With the increased amount of time that the children were spending using technol-
ogy everyday, parents in our interviews reported noticing different social impacts on
their children’s behaviour. For example, some parents worried about their children’s
technology usage hindering their social and life skills development. Some parents also
noted how their children’s technology attitudes became affected by their peers.

Socialization — Parents in our interviews stated that they have seen undesirable
social impact of technology on their children, mainly represented in their children’s

refusal to part with the devices and participate in other real world activities.

When it is the nice days then I'm like ‘no, you need to get out of the
house’ and he wants to play, so it can be a bit of a fight - P3

Sometimes I encourage him to go with me for shopping or for walking in
the park but he refuses, he wants to stay and play - P4

The fear of this negative impact was one of the reasons for which some parents were

reducing their family’s overall technology interaction.

Kuds in this age, especially 5-6, they need some socialization, I want him
to go outside to the park, play with other kids, sports, bicycles and all that
stuff. Maybe that’s why [we are not a very technology oriented family] -
P1

However, other parents think that technology artifacts can be used in a collaborative
manner to encourage socialization. Parents have tried using the technology artifacts
collaboratively to strengthen the bond between their children or to spend some family
time playing together.

[Any new device] has to be something that they can share, or use together
that’s all... Basically something that they can do together cooperatively,
to me that’s a big one. I just don’t want to have them next to each other
and doing like a parallel play, I want them interacting with each other and
learning how to be brothers - P7
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I like it [Wii] because it can have 3 or J players... I like this part because
all of us can play together like teams - P}

Developing Life Skills — In addition to worrying about their children’s decreased
social interaction, parents were fearful that the extended technology exposure would
affect their children’s developing life skills. For example, parents worried about their
children being so engrossed in their devices that they become unaware of their sur-

roundings.

I worry about this idea of them being engrossed in something and sort
of so focused on this one thing that they are unable to concentrate when
somebody else s talking to them right next to them - P12

Another worry was about children getting used to how information was presented
through technology devices and being unable to process information presented in a
different way than what they are used to.

I worry that it [technology] would affect how they think, like that they
would be used to the information being presented in a certain way and
they wouldn’t be as much likely to take the time to really absorb something
in a more thorough slow fashion like you would when you would sit down
and read a book, that their requirement to be interested in something would
be too fast paced - P12

Parents even worried that technology has affected their children’s ability to handle
quiet time.

It has become like they can’t handle any time of quietness...like now if

there is any moment of quietness there has to be something to entertain
them - P2

Peer Pressure - We have found that children, even as young as 4 years old, were
affected by their peers and would pressure their parents to get new devices similar to

their peers’.

She asked for it [DS] for her birthday for a really long time, because all
the kids at the daycare had it - P11
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I think they have a lot of discussions with their friends as well about what
games they play, so it sort of makes this set of games that everyone knows
about at their age and wants to play - P12

In other cases parents would get their children the devices so that their children feel

on par with their peers.

Like nowadays to be comparative with other kids I say ok this is a Wii you
know how to play and all that - P1

3.4 Discussion

The results of our interviews highlighted several themes that parents focused on,
thus helping us gain insights into how current-generation technology fits in homes and
about parents’ views of their children technology usage. Parents in our study generally
welcomed technology for their children and discussed the potential for it to impact
their children in a number of positive ways, evidenced by the various technology
uses that parents deemed appropriate for their children. At the same time, parents
expressed concern over some of the dangers of technology use, such as inappropriate
content or diminishing of physical and social activities. They further indicated a range
of techniques (primarily control) for mitigating these concerns, and expressed some
of the challenges of maintaining control. The emergence of the technology control
theme from our exploratory interviews and the importance that parents placed on
the content control goal suggest the need for an approach that helps address the

challenges parents and children face in that process.
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3.5 Summary

In this chapter we presented the study that we conducted to explore children’s
current-generation technology usage and the parental concerns surrounding this us-
age. The study helped us learn about the devices most commonly used, how parents
and children used the technology as well as the concerns that the parents had towards
their children technology usage. The results highlighted the importance parents put
on the content control issue and illustrated the various filtering strategies that par-
ents are using with current-generation technology. We also note that the children
took minimal part in this content control process and that it was mostly completed
by parents. These findings motivate our work in developing a new approach to con-
tent control that facilitates an educational, discussion-oriented kid-in-the-loop content

control process.
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Prototype

The results of our exploratory study highlighted the need for approaches and tools
that support involving both parents and children in the content control and filtering
process. In the previous chapters we proposed kid-in-the loop interaction approach
as a means of supporting such involvement and educating children about content
appropriateness through that process.

We list our goals for kid-in-the-loop below, but our main goal and starting point
was to create an interactive session between parents and children that they could
use to set up content appropriateness rules. We also decided to include a secondary
session where the child can test their knowledge of what is appropriate. For example,
a parent and child can use the device together and somehow interact with it to train
the filter, in what we would call “Collaborative-training mode”, and then the child
can use the device by themself and test their knowledge and understanding of the
rules in what we would call “Game mode”.

Our prototype, which we call We-Choose (published in [20]), is an instantiation

28
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of our proposed kid-in-the-loop interaction approach. We-Choose primarily targets
children within the six to eight year-old age group, based on psychology literature
that indicates this is when children are capable of reasoning about appropriate and
inappropriate material [35], and are also able to start making generalizations [26].
However, we do not limit the kid-in-the-loop approach to this age range. We highlight
that this is the first system we are aware of which includes the child in the filtering
process, and that emphasizes educational discussion over simple rule setting.

Our approach to prototyping involved using low-fidelity prototypes to generate a
suitable interaction design representing the goals of kid-in-the-loop and to aid with
the interface design of We-Choose. We particularly used paper prototyping which is
a widely used method in the HCI field to rapidly design and develop user interfaces in
a way that is unconstrained by the actual toolkit used for implementation [42]. The
process involves creating rough drawings of an interface and its different interaction
scenarios to use as disposable prototypes.

In this chapter, we define and describe the design process of our kid-in-the-loop
approach and we outline how it was manifested through We-Choose prototype, a kid-
in-the-loop application-repository (“app store”) filtering system. We also outline the

approach we took for designing and implementing We-Choose.

4.1 Design Goals

The long-term vision for our approach is to help children learn rules in an engag-
ing setting, decrease the ongoing parental management overhead, while at the same

time giving parents a control mechanism that meets their needs. We highlight that
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particular design decisions (e.g., selection of icons) are not the point of our research;
rather, we simply aim to construct a proof-of-concept of the overarching kid-in-the-
loop approach that serves the purpose of enabling us to run initial studies in this
area. Here are the following goals for our design:

1. Facilitate discussion: The idea here is for parents and children to classify some
content examples together, and for the parents to provide reasons so as to why each
example is appropriate or not. In going through examples of different content types,
parents are provided with an opportunity to discuss topics that may be difficult to
bring up otherwise without a context.

We explored different designs for how application examples and their descriptors
could be displayed (Fig. 4.1). In Fig. 4.1a, the list of the available content examples
are displayed and clicking on any of them brings up its text description and a check
and cross icons to classify it, while in Fig. 4.1b the content examples are described by
icons instead of text. The layout that we chose for our implementation is the product
of merging both designs, where we display a single example at a time, to aid with
focus, with both icon and text descriptors.

2. Accessible to children: While the parent can use the application’s text descrip-
tion to help explain why it is bad or good, some children may not be able to read the
application titles and descriptions. As such, a key element of our prototype is the
addition of icons, which (after a quick and simple explanation from their parents on
what the icons represent) creates a way for the children to develop an opinion on an
application they are not familiar with. Through the discussions, we hope that children

can create associations between the topics of conversation and the icon shown.
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Figure 4.1: Examples of collaborative-training mode layout

3. Communicating appropriateness: Another goal is to have a simple and en-
gaging means of communicating content appropriateness to children. By engaging
the children in the testing setting (i.e. game mode), it could be more interesting for
them to learn and apply the content appropriateness rules.

We explore the notion of using color to represent content appropriateness, as
shown in Fig. 4.2, where inappropriate and appropriate content examples would be
highlighted in red and green. However, a drawback of such representation is that it
tells the children what is appropriate and what is not instead of allowing them to test
their knowledge.

We investigated another way of communicating appropriateness through conduct-
ing a game where children could classify some content examples by themselves and
get feedback and rewards based on their classification. We explore three different
game designs through which children can test their knowledge of the rules (Fig. 4.3).

The first game design, shown in Fig. 4.3a, is a simple categorization game, where the
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Figure 4.2: Using colors to indicate content appropriateness.

content is classified to either appropriate or inappropriate by clicking on the check
or cross bins. Our second game design, shown in Fig. 4.3b, depicts a memory game,
where the content’s proper classification is shown for a short duration and then the
child tries to recall the classification they were shown. The third game design is shown
in Fig. 4.3c, where the child classifies a set of examples as a whole and then is given a
score and asked to guess what they got wrong. We decided to use the categorization
game since it bears resemblance to the way that parents and children classify content
together in the collaborative-training mode.

Moving forward with the categorization game, we explored different ideas for
rewards and feedback as shown in Fig. 4.4. In the left most frame of Fig. 4.4, the

reward is an animated character that becomes happy or upset based on the child’s
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(a) Categorization game

(b) Memory game

(c) Guessing game

Figure 4.3: Examples of different game designs for game mode.

Figure 4.4: Examples of rewards in game mode.
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clagsification. The reward in the middle frame of Fig. 4.4 is in the form of extra
minutes that could be added to the child’s allowed play time per day, and in the
right most frame of Fig. 4.4 the reward is in the form of points or coins that can be
accumulated to unlock tools or levels in a separate game that the child can play. We
chose the animated character reward since it would give instant feedback and would

be understood by younger and older children.

4.2 We-Choose Prototype

From the above prototyping ideas we finalized our interaction approach design
and implemented the We-Choose prototype. In this section, we describe We-Choose
and its two modes, collaborative-training and game modes, that we use to explore
parents’ and children’s attitudes towards our proposed alternative model of content

filtering.

4.2.1 Collaborative-Training Mode: Creating Filtering Rules
Collaboratively

The collaborative-training mode follows a simple process: an application is pre-
sented on the device, and the parent and child together determine if it is appropriate.
After this, another application is presented, until the parent and child together de-
termine that they have worked through enough examples and switch to game mode.

To help drive this discussion and decision, the application includes various pieces

of information that can be used by both the child and the parent. As Fig. 4.5
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Figure 4.5: Collaborative-training mode showing an application for the parent and child to classify
together. This particular application belongs to the action category, and has a high-maturity age

rating (depicted by the stick figure).

illustrates, the application presentation includes: the application logo and name in
the center, icons above the logo indicating the kind of content, a text description
of the application at the bottom of the screen, and two bins used to classify the
application: a green check box (as appropriate) or a red ‘X’ (as inappropriate). The
parent and child can then assess the information, discuss why it may or may not be
appropriate, and together classify the application.

In our prototype, conforming with our goal of accessibility to children, we have
icons indicating appropriate age by relative size of a stick figure, as in Fig. 4.5 and
Fig. 4.6, which indicate everyone (all three people sizes in the icon), and a range from
young to high maturity (indicated by the person size). Fig. 4.7a illustrates the range

of possibilities for this age icon. We also included icons for the application category,
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Figure 4.6: Collaborative-training summary screen, which displays a list of applications classified
in collaborative-training mode. In this example the two applications at the top were previously

classified as appropriate, while the bottom two were not.

which can be one of: action, arcade, puzzle, casual, gambling/casino, educational,
sports, racing and adult (Fig. 4.7b). These category and age-rating icons are intended
to facilitate conversation about which subject matters or age group applications are
considered appropriate for the child. For example, a parent could explain why an
application with a gun (violence) may not be appropriate. They could also explain
why the child is not able to use applications that have a high-maturity age rating.
The same icons are used in the game mode explained below.

Users can also at any time view a summary screen (Fig. 4.6), by tapping the
collaborative-training summary tab (Fig. 4.5, top-middle tab), that contains a list
of the applications that the parent and child has already seen and shows how they

were categorized. This enables the users to refer to previous choices to compare and
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Figure 4.7: The rating and category icons used to describe the applications in the prototype.
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contrast as part of their discussion. When the parent and child decide that they
have had enough training, they can switch to game mode by clicking the “Let’s try!”

button (Fig. 4.5, bottom).

4.2.2 Game Mode: Exploring What the Child Learned

Game mode tests the child’s knowledge of the rules and provides additional dis-
cussion and learning opportunities for the child. In game mode (Fig. 4.8), the child
works through a number of additional example applications (not previously shown)
in a manner similar to the collaborative-training mode; however, unlike previously,
in game mode the child has to try to guess whether or not each application is ap-

propriate for them. The expectation is that the child will retain some of the rules
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Figure 4.8: Game mode showing an application for the child to classify. This particular application

belongs to the arcade category, and has a low-maturity age rating (depicted by the stick figure).
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they learned previously with their parents. After guessing, feedback is provided as
a happy or sad character animation (4s long, (Fig. 4.9)) accompanied by a clapping
or crying sound. Upon completion of all of the examples the prototype switches to
a child summary tab displaying all the applications that the child has gone through
while playing the game along with their decision and highlights the incorrect choices
(Fig. 4.10). This screen can then be used by the parent and child for discussion.
While game mode is primarily designed for the child, parents can continue to
be involved, for example by providing discussion and explanation when the child is
unsure about why something was or was not appropriate. The mode-oriented design
of We-Choose enables parents and children to change back and forth between the

modes to fit their own particular discussion and education style.
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(a) Right classification (b) Wrong classification

Figure 4.9: Game mode showing the animated character (customizable according the child’s prefer-

ences) in response to a child’s classification.



40 Chapter 4: Prototype

Summary of child viewed apps:

- B0

Chimpact

{58 WL

> | Fruitninja

M- i--

Carmageddon

Figure 4.10: Child summary screen, which displays a list of applications classified in game mode. In

this example the application before the last was misclassified by the child

4.2.3 Prototype Implementation

We-Choose is an Android application running on a tablet computer (Samsung
GALAXY Note 8.0) and is a mock-up of an application marketplace with a set of pre-
coded (category, maturity) applications based on real Google Marketplace items. We
selected this platform as a modern relevant example: mobile devices with a central
application repository (e.g., Apple Store, Google Marketplace, or Microsoft Store)
are increasing in popularity, and the application-repository model provides a clear
(although somewhat simplistic) cutting point for content: an application can either
be marked as appropriate or inappropriate.

The internal filter-learning system was simply a mock-up for the purposes of en-

abling interaction within our proof-of-concept prototype. Through interaction with
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the collaborative-training mode the system internally builds a simple set of rules
where age ratings and categories are labeled as appropriate or not. Conflicts (e.g., if
an action game is rated as appropriate once and inappropriate another time) are not
addressed. For a more advanced implementation and future prototype, the learning

algorithm itself would need to be properly addressed.

4.3 Summary

In this chapter we presented the design goals and process of our kid-in-the-loop
interaction approach, and we elaborate on the different interaction and design ideas
that we considered until we reached kid-in-the-loop’s final form. We illustrate how
kid-in-the-loop is manifested in We-Choose prototype, a public application-repository

filtering system, and exhibit the layout design as well.
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Evaluation

In the previous chapters, we described our exploration of parents’ views about
their children’s current-generation technology usage and how we designed and imple-
mented the novel kid-in-the-loop interaction approach based on the findings of our
exploration. We consider the kid-in-the-loop approach and the We-Choose instantia-
tion to be a preliminary solution that mitigates some of the concerns and challenges
that parents and children face when it comes to content control and filtering. Since
an important component of our exploration is to validate our proposed kid-in-the-
loop approach, we conducted a lab based study where we introduced the approach,
through the use of our We-Choose prototype, to parents and children (published
in [20]). The primary purpose of this evaluation was to learn about parents’ and

children’s impressions of our discussion and education-oriented approach.

42
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5.1 Study Method

We recruited thirteen sets of parents and children in the 6-8 year-old age group. In
all cases only a single parent participated, all of whom were mothers. Demographic
information for our participants is listed in table 5.1. Participants were recruited
through signs posted throughout the University of Manitoba’s campus and daycare,
and in the local community (summer day camps, daycares, bus stops, etc.). Par-
ents received a $10 gift card and children received a small toy or craft. The study
was approved by the University of Manitoba’s Joint-Faculty Research Ethics Board
(Appendix B).

The procedure for each session was as follows. Participants were given a brief (~3
min.) explanation of the approach and a short demo of the We-Choose prototype;
which included going through 5 examples in each of the collaborative-training mode
(shown in Fig. 4.5) and the child-learning game mode (shown in Fig. 4.8). The
examples shown in the demo were different from the ones used in the full version
of We-Choose. The participants were provided with a reference sheet containing all
icons used in the prototype (Fig. 4.7) and were told what each icon represents.

After participants completed a short practice session with each mode, we ad-
ministered the main condition: we clearly explained to participants how they start
with collaborative-training mode and could switch back and forth to game mode as
they wished, and should not necessarily aim to try and classify all applications in
collaborative-training mode. Participants were told to continue until they felt that
they clearly explained, and they felt the child understood, the rules they wanted to

configure. We-Choose had 40 items that could be classified, 20 for collaborative-
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Children’s ages and genders

44
Parent | Occupation
P1 Insurance agent
P2 Nurse
P3 Graduate student
P4 Unreported
P5 Unreported
P6 University support staff
P7 Unreported
P8 Graduate student
P9 Nursing-home worker/Graduate student
P10 Maid /undergraduate student
P11 Stay-at-home parent
P12 Unreported
P13 Graduate student

Girl: 6 years
Boy: 7 years
Girl: 8 years
Boy: 6 years
Girl: 6 years
Boy: 6 years
Boy: 6 years
Girl: 6 years
Boy: 8 years
Twin Boys: 6 years
Boy: 6 years
Girl: 7 years
Girl: 7 years

Table 5.1: Demographic information of the participants in the prototype evaluation

training mode and 20 for game mode.

We finished with a semi-structured interview with both the parent and child to

investigate their impressions of our kid-in-the-loop approach to application selection

and filter configuration, and to elicit feedback on the We-Choose instantiation. Each

interview started by talking to the child (to mitigate the influence of parents’ re-

sponses). One parent and child pair stopped part way through the game mode when

the child became tired and irritable; however, the parent still participated in the in-

terview. Each session lasted approximately 45 minutes. For the full list of questions

refer to Appendix B.

5.2 Study Results

In this section we begin by describing parents’ and children’s responses to the kid-

in-the-loop approach, followed by a discussion of their interactions with We-Choose.
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5.2.1 Attitudes Towards the Kid-In-The-Loop Approach

All parents responded very positively to the collaborative content filtering ap-
proach, showing interest in using such a system if available. Below we discuss aspects
that parents were particularly enthusiastic about.

Discussion catalyst — Our kid-in-the-loop approach and We-Choose instantiation
were helpful in facilitating discussion (e.g., by acting as a conversation starter) and
giving children an active voice in the content selection process, a point that parents
indicated they liked about the system:
You can kind of set it and let them decide a little bit more so they have
more choices - PJ
Parents were particularly appreciative of the opportunity to start such discussions
with their children, with the interface providing context for discussions on what type
of content was considered appropriate, and providing opportunities for corrections
when there is a misunderstanding;:

I'd be able to say and talk with them, ‘why did you think this was ok?’,
‘this [application] tells me you chose the wrong answer here’, ‘how come
you chose that?’ and have a discussion and poke at the problem and see
what goes on - P10

Some parents believed that the benefits will go beyond the initial discussion session:

It was educative, because right now, when we leave this room we can talk
about this and see there are some apps that are proper and some improper
- P13

Parents also saw opportunities to extend discussions on appropriateness to the whole

family:
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It also makes you sort of need to discuss what is appropriate and what is
not appropriate and to sort of clarify the guidelines for the family - P12
Two of the above participants went on to discuss how the approach might encourage

them to carve out time for more of this type of discussion time with their kids:

It is often hard to find time to sort of address the values of the family or
the beliefs of the family or moral and ethics. So if you have a chance to
sit down and do something like this together then we can talk about it. [
think it creates a dedicated time and space to do it, whereas everyone is
busy all the time. FEveryone is running here and there - P12

I can use it when I'm ready to be present with it and really connect with
them using this thing and use that opportunity to establish ourselves for a
period of time so I know that the maintenance is done - P10
In comparison to other education methods, such as the traditional sit-down conver-
sation, some parents felt that our method would provide an easier and more fun way

to teach their children the guidelines of what is appropriate:

It provides a conversation, it is a nice way, an easy way to bring up a
topic in a way that is more visual and fun instead of me sitting there and
telling him what we can and cannot do - P6

Reducing the content-filtering burden — Parents again here (as in our ex-

ploratory study) indicated the complexity of content selection and filtering:

I find it hard to sort through [application store] myself, I don’t know if a
10 year old would be able to figure that out because often I'd look at that
stuff and 1’d be like ‘I don’t even know’ - P2

Parents also felt that the kid-in-the-loop approach could simplify their selection pro-

cess, for example, by acting as a first-pass filter:

It seems to be like a filter, where it alleviates or eliminates all of the other
apps that I wouldn’t agree to her having anyway - P1
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Many pointed to the benefits of our particular design decision of using icons for
appropriateness:

I myself might not know if it is good for her or not, but having this thing,
which gives more information if it is appropriate or not, will help the
parent definitely - P8

This system helps me quickly distinguish between the appropriate and in-
appropriate so that I can include some of the things that I may have not
included - P10
Diagnostic tool — Participants reported seeing potential for using the kid-in-the-
loop approach to gain insight into their children’s comprehension of rules and what

is appropriate, as well as their interests:

It was fun and it was really interesting for me to see her work away at this
herself and I guess discovering that we sort of share these feelings about
what is appropriate and what is not appropriate - P12

I liked that as a learning tool and I really enjoyed that when I withdrew
that they knew and that they were able to follow - P10

It lets you know what your child is interested in - P12

One parent also felt that it helped develop her confidence in her child’s understanding;:

Having something like that, with all the apps out there would really boost
my confidence by showing him at this age how he can tell what is appro-
priate and what is not - P6
Children’s reactions — While children were less vocal in the interviews than their
parents, they also responded positively to the kid-in-the-loop approach. For example,

expressing interest in the game or having their own voice:

I think that I like that game so that you can sort of choose your apps - C2

Another child commented that it was enjoyable to work with their parent:
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I liked playing with my mom, because sometimes it is hard [to decide] -
C13
Maintaining final approval — While parents were enthusiastic about the approach,
many still indicated that they would not fully delegate control to such a system:
Because he still can’t read, he could install something and get frustrated
with it even if it is age appropriate [...] I'd prefer to know just to give him
a bit of a warning first, so even though it would be age appropriate for a
range of kids, for him it may not be exactly what he was thinking - P/

Part of this is due to the inherently subjective nature of what is appropriate:

At the final stage [before installation] I still want to see what it is [that
child has chosen/... Even though some toys are made for the kids but we
may think it is not okay for him to have it, it’s the same for the apps.
Sometimes the industry thinks it is good but we don’t - P9

As a middle ground, many proposed that automatically approved or child-selected

applications could perhaps be added to a “pending” list for review:

If I could say "you pick which ones you want’ and then I approve, that is
probably easier. That’s probably a better way of doing it instead of just
letting him go ahead - P6

Parents’ reluctance to fully trust the resulting filters is not unique to our approach -

similar attitudes have been expressed in prior studies on content filters and blocking

software [34].

5.2.2 Explanation Styles and Discussion Strategies

Using video recordings of the sessions, we examined how parents explained and
discussed application appropriateness with their children while using our prototype

and approach. Most parents’ explanations (9/13 parents) depended heavily on the
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application age ratings (the stick-figure icons shown in Figures 2-4), perhaps even
more so with children who could not yet read. To explain the icon meanings to chil-
dren, some parents spent time working through the reference sheet that we provided
(the sheet containing the range of icons shown in Fig. 4.7):

This is a game that everybody should be able to play because all the people
are highlighted. This means it is for little kids. This one, just by looking
at the picture, [is] for medium maturity or kids that are probably [your
brother’s| age [10 years-old] and up. And then high maturity is really for
like adults only because they took out the little ones. So you can look at
that for a clue whether it is good for you. So if you look at these which
ones should you be playing? - P5

[C5 points at the “low maturity” age-rating icon]
What else has a little kid? - P5
[C5 points at the “everyone” age-rating icon]

That’s right because it means it is for everyone - P5

Other parents instead used the context of a particular application to explain:

Is this a good game or not? - P10

A good game - C10

Why? - P10

[C10 points at the “everyone” age-rating icon]
See, it shows all of us - C10

[P10 points at “low maturity” age-rating icon|
Who is this one good for? - P10

Me, for little kids - C'10

So what are you going to push? - P10

Yes - C10

The application categories (action, puzzle, gambling etc.), on the other hand, were
not as heavily utilized by parents, with only three parents incorporating category

extensively into their discussions, for example:
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Pool break, this is playing pool. See this one [pointing to sports category
icon/ it is a sports game and this is for everyone it says, anyone can play
it - P7

What does this [application icon] look like to you? You don’t know? It
looks like someone s looking through a gun. This looks like blood, and
this guy here is running with a gun [pointing to action category icon/, so
I think no, that is not appropriate - P12

Here it says puzzle and that’s good, go ahead. Anything that helps us think

18 good - P13
These explanations further illustrate how parents wanted their children to not only
identify which categories are appropriate or not appropriate, they also wanted their

children to understand why, and used the discussion as a means to communicate this.

5.2.3 We-Choose Use Strategies in the Collaborative-Training

Mode

All but one set of participants completed the entire collaborative-training mode
before their child started using the game mode (12/13). Most of the parents (9/13)
actively involved their children while in collaborative-training mode, explaining the
ratings and categories and asking their child to guess whether or not the application
would be considered appropriate. Seven parents used this strategy from the start,
while two parents worked through a couple of examples first before asking their child
to guess. Three parents provided explanations as they went through the applications
but did not ask their child to venture guesses as to their appropriateness.

One group moved back and forth to game mode before completing all examples in

collaborative-training mode; when asked, this parent indicated she chose this strategy
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because she wanted to both keep her explanations fresh in her child’s mind and keep
her child engaged by giving her a chance to actively interact with the prototype:

I thought maybe it will be easier for her when I let her do her task just
after it. I thought that if I talk and don’t let her touch anything for a long
time she would have said I don’t want this’ [...] it’s a break for her that
I give her a chance to touch it - P8

5.2.4 Interactions in the Game Mode

For the most part, parents let their children play the game mode completely by
themselves, only occasionally stepping in to clarify misconceptions. For example,
when C3 made mistakes, her mom reminded her to look at the age-rating icon and

use it to decide:

Just look at this picture here and if it is suitable for your age or not - P3

In the case of the twins, they played the game together, and worked collaboratively

through their reasoning:

Is this one good for you guys or not good for you? - P10
No - Twinl

[Twin1’s name] look - Twin2

[Twin2 points at “everyone” age-rating icon]

Little people, big people, really big people - Twinl

So is that a good one or not? - P10

Yes - Twinl

The children seemed to enjoy playing the game, despite the fairly basic design (e.g., no
sophisticated plots, graphics or animation) and educational focus. Children enjoyed

the rewards for good performance and appeared to take it very seriously. One child



52 Chapter 5: Evaluation

(C6) wanted to change an answer he got wrong, and commented “I'm good at this
game!” when he got a series of examples correct. C10 happily exclaimed “Mom, we
keep getting it right!” indicating that he was enjoying playing the game with his
mom there to help. Another child (C4) upon completion turned to his mom and the
experimenter and asked: “Can I play again?”

The children performed very well in game mode: average 18.2/20 correct responses
(stdev 2.9) with seven children classifying all applications correctly. For the children
who got wrong answers, interviews revealed that they were also factoring in whether
or not they thought they would like the application in addition to the appropriateness.
For one child, who scored 11/20, we noted that the parent’s rules about appropriate-
ness were not consistent with our criteria (some of which were based on particular

application preference) which appeared to be the source of confusion.

5.3 Discussion

Our results indicate that parents saw a great deal of value in the discussion op-
portunity, above and beyond simply creating filters. The approach provides context
(real applications) within which meaningful discussions about rules and values can
take place, as well as an excuse, opportunity, and fun way to discuss things which
may be less interesting for the child or may be ignored otherwise.

Although our approach’s target activity involved setting content filters, filtering
itself was seen as a secondary point (to the benefit of facilitating discussion) in our
results. While some parents highlighted the time and effort saving potential of such a

system, many indicated that they may not trust a filter that learns from the demon-
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strations. We note that despite this, these parents still indicated the value from an
educational standpoint.

The We-Choose prototype was successful in its goal of enabling initial kid-in-
the-loop interaction sessions. No problems arose that hindered interactions, and
participant feedback was generally positive. We do note that families approached the
interaction in a variety of ways (e.g., collaborative-training then game mode, going
back and forth, or pre-learning icons) and We-Choose supported these differences;
future work should likewise consider such flexibility.

Overall, the results of our study support the kid-in-the-loop approach to content
control and filtering. The discussion and education approach was well received by
parents, who appreciated the facilitation of meaningful discussions with their children,
and there was indication of at least short-term learning on behalf of the children (they
learnt their parent’s rules during our session). There was also some indication that
children themselves appreciated having some input into these control type decisions.
As such, we strongly believe that this is a promising direction for future tools and
approaches to enabling parents and their children to work and discuss together to

configure control and restrictions for internet-capable, modern technology.

5.4 Summary

In this chapter we presented the study that we conducted for evaluating our pro-
posed kid-in-the-loop approach. This study involved sets of parents and their children
experimenting with our approach through the We-Choose instantiation described in

chapter 4. The results of our study show that parents greatly appreciated the dis-
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cussion opportunity that We-Choose provided and perhaps considered it as the most
important feature of the approach. The results also gave indications of the children’s
short-term learning of the rules and indicated the children’s liking of our approach
and their ability to contribute to the content control process. We also note that par-
ents were wary of fully trusting the system to block or allow their children’s access to
content; this indicates the need for devising different interaction methods for parents,
allowing them to better trust the system, subsequently reducing the content control
burden. Based on these findings, we can see a great potential for future work in devel-
oping tools and approaches that facilitate and encourage parents and their children to
work together towards the goal of content control and filtering for internet-capable,

modern technology.
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Conclusion

In this thesis, we investigated how parents and children can work together towards
the goal of content control and filtering. We conclude this thesis by discussing several
areas for future research and development in this direction and presenting the research

contributions.

6.1 Limitations and Future Work

The work presented in this thesis is a first step towards exploring collaborative
parent-child interaction in the context of content control and filtering. Our imple-
mentation and evaluation can be seen as an initial test-bed for kid-in-the-loop educa-
tion and discussion-oriented content filtering, where our positive results leave a rich
breadth of future work.

One possible area for future work is to further expand the scope of our investigation

to learn the impact of different demographic variables. While we targeted young
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children in our work, at least some parents saw benefits for slightly older children.
Looking into different age ranges, the children’s gender or the family’s socioeconomic
status - and how this may change the requirements and mechanics - is an important
direction for future work as well.

While the results of our evaluation study indicated short term learning on behalf
of the children, a promising future direction would be to conduct a longitudinal
study where we deploy our system in-home. A longitudinal study would allow us
to investigate long-term learning effects of our approach, after the novelty effect of
the system wears off. An in-home study would also allow us to observe how our
approach integrates into the families’ daily lives away from the social pressure of a
study environment.

Another possible direction for future work is to further improve the prototype
design, which could provide better support to the children’s learning process. For
example, we had selected the visual representations of the content types and appro-
priateness in our prototype heuristically. While they appeared to be accepted and
understood by both parents and children; future work should take a more structured
approach to developing improved representations, for example, that cover additional
dimensions such as length of play session, or theme (fantasy and dragons, etc.). In
addition, there may be no need to be limited to icons, and other child-friendly repre-
sentations such as video, color schemes, sounds, and so forth, should be explored.

Our use of reward and feedback (through happy or sad animations) may have
been somewhat simplistic, and it will be interesting to consider a more fine-grained

setup, or how to maintain the reward benefit as the novelty of the animation wears
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off. For example, point systems (e.g., to unlock tools or games) could be explored.

While our particular discussion facilitation structure was successful, future work
should explore additional mechanics. For example, rather than having learning and
training mode, perhaps a system could prompt discussion points when inconsistencies
were noted, or could automatically suggest when testing should take place.

Finally, we took a minimalist approach to the technical components of content-
learning as our research was focused on the kid-in-the-loop discussion aspect and
not on the adaptive technologies. Moving forward, it will be important to consider
how content may actually be tagged in real marketplaces, how such tags may be
represented through approaches such as ours, and how a system should properly

learn based on a small number of examples.

6.2 Research Contributions

In this thesis, we presented a novel approach to child-oriented content control for
internet-capable devices, which keeps the child in the loop and emphasizes education
and discussion over simply setting rules. To commence our investigation we con-
ducted a qualitative open-ended study to explore the current-generation technology
used by children, and to elicit the parents’ opinions and concerns about their chil-
dren’s technology interaction. The results highlighted the importance parents place
on maintaining appropriate content, and the high amounts of energy that parents ex-
pend to control content. Guided by these results, we developed a new kid-in-the-loop
collaborative approach that focuses on child involvement and education. Next, we

designed and implemented a prototype as an initial kid-in-the-loop software platform,
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and conducted a second study to investigate how parents and children may react to
and use such an approach.

The results of our second study illustrated how parents considered the collabora-
tive, educational approach to be an easy and engaging way of facilitating discussion,
and also illustrated how children can learn about content appropriateness through
this approach. Our findings provided evidence that children learn (at least in the
short term) from these sessions. Both parents and children in our study expressed
a great deal of enthusiasm about the idea and our instantiation, and many parents
provided suggestions of how it may be useful beyond our use case. This positive
reception provides support that our kid-in-the-loop approach may be accepted as a
valid interaction approach between parents, children and technology, and affirmed
our leading research questions described in Chapter 1. Our work has contributed to

the field of HCI by presenting:

e Survey of family’s attitudes towards current-generation technology: We pre-
sented updated insight into a family’s views on current-generation technology
while focusing on actual interactions between parents, children, and technolo-

gies.

e Kid-in-the-Loop approach: We presented a collaborative and educational ap-
proach to content filtering that focuses on involving and educating children

about content appropriateness.

o We-Choose prototype: We presented an instantiation and a proof-of-concept
to our kid-in-the-loop approach with the purpose of having a viable tool for

evaluating our proposed approach.
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e User population feedback: We presented a comprehensive evaluation and analy-
sis of our kid-in-the-loop approach, through introducing We-Choose to parents
and children. This analysis can be leveraged in designing content control sys-

tems targeting both parents and children.

Based on the results of our evaluation, we believe that kid-in-the-loop approach has
promise and can serve as an important part of modern internet-capable technologies

for which little has been done in terms of parent-child collaborative content filtering.
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Interview Questions

Our questions targeted finding more information about the following;:
e Child’s age/gender/siblings
e Whether the child goes to daycare/preschool/school and for how long

e Technology devices and applications that the child uses at home or at day-

care/preschool /school
e Devices/applications that the child likes and uses the most

e Place and time at which the child interacts with technology during summer and

the school year
e People with whom the child shares the technology interaction time
e Parent’s likes/dislike about child’s technology interaction

e Parent’s criteria in purchasing new device for child
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Whether parents teach children how to use new devices

Difficulties that children face in technology interaction

Whether children request parent’s help and how often

Parent’s wishes in devices/applications
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Interview Questions

Our questions to the children targeted finding more information about the follow-

ing:
e Whether the child liked/disliked We-Choose and why
e How easy/difficult was using We-Choose

e Whether the child understood and remembered the meaning of the category

and rating icons
e The children’s opinion about the rewards used
e The strategy implemented by parents to control content and child’s opinion

e Whether the child prefers using We-Choose with the parent as opposed to cur-

rent control strategy

e The child’s reasoning in classifying a specific application
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Our questions to the parents targeted finding more information about the following:

e Parent’s current content control strategy and its advantages/disadvantages
e Opinion of We-Choose and likes/dislikes

e Opinions of kid-in-the-loop approach

e How often parents would use We-Choose if it were available to them

e Opinion of rewards used

e How often would parents want their children to test their understanding of rules

through game mode

e Whether parents would be comfortable with their kids gaining access to apps
based on the rules created or if parents would still want to approve what their

kids can use

e How would parents like to be notified of their children activity and their opinion

of the summary page

e Whether parents foresee this approach used in things other than app market

place, and if yes then what

e Which icons were more important /helpful during the collaborative-training mode

and why
e Whether parents trust market place categorization

e Whether parents would use We-Choose instead of their current content control

strategy
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